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My	Research	

Graph,	Mul0dimensional	Data,	Text	
InfoVis,	Visual	Analy0cs,	HCI,	Data	Mining	
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InfoSec	in	Our	Daily	Life 

为电商检测潜在的 
不良商家或消费者 

社交媒体分析潜在的 
异常用户行为 

互联网主机入侵检测	
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Anomaly	Detec0on	

Anomaly	detecFon	(or	outlier	detecFon)	is	the	idenFficaFon	
of	items,	events	or	observaFons	which	do	not	conform	to	an	

expected	pa=ern	or	other	items	in	a	dataset		
--	Wikipedia	
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Key	Challenges	

•  It	is	difficult	to	define	what	is	normal	or	abnormal	

•  Unavailable	of	ground	truth	or	labelled	data	
making	results	validaFon	difficult	
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Informa0on	visualiza0on	can	be	a	
good	aid	to	these	challenges	ChinaVis 2016 上海论坛



InfoSec	in	Our	Daily	Life 

为电商检测潜在的 
不良商家或消费者 

社交媒体分析潜在的 
异常用户行为 

互联网主机入侵检测	
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金融欺诈的检测与分析 

A	Case	Study 
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The	Growth	of	Social	Media		

http://www.jeffbullas.com/2014/01/17/20-social-media-facts-and-statistics-you-should-know-in-2014/ 
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Do	you	trust	your	friends	in	social	media	?	

Anonymous	users	are	poten0al	
threats	to	the	society		

(ACM	Conference	on	Online	Social	Networks,	2014)	 An	adage	since	1993	
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Finding	users	with	anomalous	behaviors		
on	social	media	(e.g.	TwiMer)	

Research	Goal	
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System	Overview	

Data	Store 

Live	TwiMer	Data 

query 

Visualiza0ons Analysis 

Anomaly	Detec0on 

Clustering 

Sen0ment	
Analysis 

Index 

Feature	
Extrac0on 

Indexing 

Data	Filtering 
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Preprocessing 

Live	Monitoring	
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Whisper	(2012)	 

"Whisper:	Tracing	the	SpaFotemporal	Process	of	Informa0on	Diffusion	in	Real	Time",	
IEEE	TransacFons	on	VisualizaFon	and	Computer	Graphics.	TVCG,	InfoVis	2012. 
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SocialHelix	(2013) 

"SocialHelix:	Visual	Analysis	of	Sen0ment	Divergence	in	Social	Media",	
Journal	of	VisualizaFon,	May	2015,	Volume	18,	Issue	2,	pp	221-235 
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FluxFlow	(2014)	

#FluxFlow:	Visual	Analysis	of	Anomalous	Informa0on	Spreading	on	
Social	Media,	TVCG,	IEEE	VAST	2014	(Honorable	MenFon)	
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Episogram	(2014) 

"Episogram:	Visual	SummarizaFon	of	Egocentric	Social	Interac0ons”		
IEEE	Computer	Graphics	and	ApplicaFons 
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TargetVue	(VAST	2015) 

TargetVue:	Visual	Analysis	of	Anomalous	User	Behaviors	in	
Online	CommunicaFon	Systems,	TVCG	2016 
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User	Behaviors	

•  PosFng	(TweeFng)	
– Create	a	message	and	post	it	to	others	
	

•  Responding	(Replying	/	RetweeFng)	
– Spread	the	messages	posted	by	others	
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Capturing	User	Behaviors	via	Features	

User	

T1	 T2	 T3	 T4	

StaFsFc	Features	
Content	Features	

Temporal	Features	
Network	Features	

User	Profile	Features	

#	of	PosFng	/	RetweeFng	
SenFments,	Keywords	
Frequency	of	PosiFng	
Centrality	of	the	user	
#	of	followers	

feature	vector	Fme-series	
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Anomaly	Detec0on	

Breunig,	Markus	M.,	et	al.	"LOF:	idenFfying	density-based	local	
outliers."	ACM	sigMOD	record.	Vol.	29.	No.	2.	ACM,	2000.	

The		TLOF		gives	an		anomaly	
measurement		for	every	users	
by	idenFfying	the	features	
that	are	significantly	different	
from	other	users	in		the	test		
data		and		the		past		history		
of		his	own	

TLOF:	Temporal	Local	Outlier	Factor		
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Introduc0on	
Visualiza0on	Design	

Evalua0on	

ChinaVis 2016 上海论坛



User	Interface	
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The	Overview	

Screen	Distance	 Distance	in		
feature	space	

MulFdimensional	Scaling	
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The	Inspec0on	View	

Behaviors	 Features	 Social	InteracFons	ChinaVis 2016 上海论坛



AcFvity	Thread	

Time	
Raw	Tweet	

Users	who	retweet	the	tweet		
at	different	Fme	

Showing	Pos0ng	and	Retwee0ng	Ac0vi0es	
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Showing	Pos0ng	and	Retwee0ng	Ac0vi0es	

A	user	is	visualized	as	circle	sized	by	their	importance	and	
colored	by	their	anomaly	score	

25	
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Showing	Pos0ng	and	Retwee0ng	Ac0vi0es	

The	centric	user’s	acFvity	history	is	recorded	in		
a	circular	Fmeline	

Start	Time	End	Time	
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Showing	Pos0ng	and	Retwee0ng	Ac0vi0es	

Start	Time	End	Time	
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t1	the	acFvity’s	
iniFate	Fme	

AcFvity	Threads	
t2	

t3	

Color:	senFments		
Thickness:	#	of	involving	users		ChinaVis 2016 上海论坛



Showing	Pos0ng	and	Retwee0ng	Ac0vi0es	

Start	Time	End	Time	
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t1	
t2	

t3	
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Showing	Pos0ng	and	Retwee0ng	Ac0vi0es	

Start	Time	End	Time	
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t1	
t2	

t3	
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Who	is	the	normal	user?	
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Context	View	1:	Showing	Ac0vity	Dynamics	

Fme	

Aggregate	all	the	acFvity	threads	and	align	all	the		
involving	users	together	along	a	Fmeline	
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The	Inspec0on	View	

Behaviors	 Features	 Social	InteracFons	ChinaVis 2016 上海论坛



Showing	a	User’s	Features	

User	

T1	 T2	 T3	

Behavior	Features	
Content	Features	

Temporal	Features	
Network	Features	

User	Profile	Featuers	

feature	vector	Fme-series	
Mean	Feature	
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Visualizing	a	User’s	Features	

A	user	is	visualized	as	circle	sized	by	their	importance	and	
colored	by	their	anomaly	score	
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Visualizing	a	User’s	Features	

Using	a	baseline	circle	to	indicate	the	
mean	feature	values	over	all	the	users	
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Visualizing	a	User’s	Features	

Feature	axes	are	radially	arranged		
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F1	
F2	

F3	

F4	
F5	

F6	

F7	

Fn	
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Visualizing	a	User’s	Features	

Plot	the	user’s	feature	values	along	the	feature	axes	
surrounding	the	baseline	

37	

ChinaVis 2016 上海论坛



Visualizing	a	User’s	Features	

ConnecFng	the	data	points	to	produce	the	feature	glyph	
38	
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Who	is	the	normal	user?	
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Context	View	2:	Showing	Feature	Dynamics	

Showing	the	change	of	users’	features	over	Fme	in	a	heatmap	

•  Each	user	is	shown	as	a	
heatmap	

•  Row:	different	features	
•  Column:	different	

Fmestamp	
•  Cell	Color:	feature	

values	(red:	larger	than	
mean,	blue:	smaller	
than	mean)	
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The	Inspec0on	View	

Behaviors	 Features	 Social	InteracFons	ChinaVis 2016 上海论坛



Showing	the	Social	Interac0ons	

•  Nodes	indicate	users	
•  Links	indicate	their	social	interacFons	(retweet/following)	

42	
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Introduc0on	
Visualiza0on	Design	

Evalua0on	
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Evalua0on:	Bot	Detec0on	Challenge	

Bot	Influence	Challenge	

•  The	goal	of	the	influence	challenge	
was	to		
•  design	social	bots	in	Twi=er	to	

promote	the	advantages	of	
vaccinaFon	

•  influence	a	target	network	of	users	
who	are	supporters	of	anF-vaccine	

•  Lasted	for	a	month	during	Dec	2014	
•  8000	target	users,	4	million	tweets		
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Evalua0on	

Bot	DetecFon	Challenge	
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Itera0vely	Model	Tuning	
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Final	Results	
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Conclusion	

TargetVue:	Visual	Analysis	of	Anomalous	User	Behaviors	in	
Online	Communica0on	Systems,	IEEE	TVCG,	(VAST	2015) 
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Thank	You	!	

Nan	Cao,	NYUSH	VisLab	
Assistant	Professor,NYU	ShangHai,	China	
Research	Assistant	Professor,	NYU	Tandon,	USA	
h=p://nancao.org	
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